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Kafrelsheikh University - Faculty of Engineering 

Course Network Security Date 28/5/2018 

Time 2 Hours                     Mark 70 

Students 4
th

 year Computers and Systems 

This exam measures ILOs no.: a. 8. a.12, b.1, b.3. 

Answer all the following questions: 

Q1. Explain in Detail how to mitigate worm attacks.                                            (10 Marks) 

ANS: Worm attack mitigation requires diligence on the part of system and network 

administration staff.  

There is a four-phase process to mitigate an active worm attacks. 

Containment Phase 

• Limits the spread of a worm infection to areas of the network that are already 

affected.  

• Compartmentalizes and segments the network to slow down or stop the worm 

to prevent currently infected hosts from targeting and infecting other systems.  

• Uses both outgoing and incoming ACLs on routers and firewalls at control 

points within the network. 

Inoculation Phase 

• Runs parallel to or subsequent to the containment phase.  

• All uninfected systems are patched with the appropriate vendor patch for the 

vulnerability.  

• The inoculation process further deprives the worm of any available targets.  

Quarantine Phase 

• Tracks down and identifies infected machines within the contained areas and 

disconnects, blocks, or removes them.  

• This isolates these systems appropriately for the Treatment Phase. 

Treatment Phase 

• Actively infected systems are disinfected of the worm.  

• Terminates the worm process, removes modified files or system settings that 

the worm introduced, and patches the vulnerability the worm used to exploit 

the system.  
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• In more severe cases, completely reinstalling the system to ensure that the 

worm and its by products are removed. 

Q2. For the following configuration:                   (15 Marks) 

 

a. Explain the configuration code.            (5 Marks) 

ANS: 1- Access the Configuration mode. 

1- Set a user name JR-ADMIN with a password cisco12345. 

2- Set a user name ADMIN with a password cisco54321. 

3- Enter the console 0 line configuration. 

4- Login to console 0 line using the local database. 

5- Exit the line Configuration 

6- Show the running Configuration 

7- The encrypt password command to encrypt all passwords in the router. 

 

b. Explain the difference between the password and the secret commands.      (5 Marks) 

ANS: the password command was an old version in which the password appears 

unprotected if someone runs the command show run. To encrypt the passwords set by 

the password command, one must use the encrypt password command in the global 

configuration mode.  But the command secret stores the password encrypted using 

md5.   

c. Change the following code to enforce a minimum password length of 6.        (5 Marks) 

d. ANS: R1(config)# security passwords min-length 6. 

Q3. For the following configuration:                   (15 Marks) 

 

a- Explain the code.           (5 Marks) 



 Page 3  

ANS: 1- monitor the real time process of AAA Authentication. 

2- AAA authentication is active, and the router will give a real update of the AAA 

authentication process. 

3- AAA authentication is requested using Tacacas+. 

4- send authentication packet including the username and password to the Tacacas+ 

server. 

5-  the server replies by accepting the username and password of the client. 

6- the authentication status is marked as pass.  

b- What is the difference between the debug and the show commands?   (5 Marks) 

The debug command shows the real time interaction with the command while the 

show command shws the current state of the configuration.  

c- What is the purpose of the AAA Security?       (5 Marks) 

ANS.  

a. Authentication- Users and administrators must prove that they are who they say 

they are. Authentication can be established using username and password 

combinations, challenge and response questions, token cards, and other methods. 

b. Authorization- After the user is authenticated, authorization services determine 

which resources the user can access and which operations the user is allowed to 

perform. 

c. Accounting and auditing- Accounting records what the user does, including what 

is accessed, the amount of time the resource is accessed, and any changes that were 

made. 

Q4. In the following configuration. 

 R1(config)# access-list 1 deny 172.16.4.0 0.0.0.255 

 R1(config)# access-list 1 permit any 

 R1(config)# interface FastEthernet 0/0 

 R1(config-if)# ip access-group 1 out 

 

We want to make hosts in 172.16.4.0 to get access to hosts in 172.16.3.0 but not the 

internet. 

a. What is wrong with this access list?       (5 Marks) 
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ANS: The access list blocks the connection from 172.16.4.0 to 172.16.3.0 because the 

access list blocks the connection from 172.16.4.0 and the access list is applied n 

packets getting out from fa0/0 which leads t 172.16.3.0. 

b. Write the correct code.                                                           (5 Marks) 

 ANS: R1(config)# access-list 1 deny 172.16.4.0 0.0.0.255 

 R1(config)# access-list 1 permit any 

 R1(config)# interface s0/0/0 

 R1(config-if)# ip access-group 1 out 

 

c. What will happen if the we change out to in in the configuration?              (5 Marks) 

ANS: the access list will not work at all. The first line of the access list will not be 

applied because there are no 172.16.4.0 hosts coming from the internet.  

 

Q5. In the following configuration. 

 

a- Explain the code.           (5 Marks) 

ANS: 1- permit the connection from anyone using port 443 (HTTPS) to 192.168.1.0 As 

a reply to connection firstly established by 192.168.1.0.  

2- Deny any other connection. 

3- Configure the s0/0/0 interface. 

4- apply the access list to packets enters the s0/0/0 interface. 

b- What is the purpose of the command established?                                          (5 Marks) 

ANS: Allow replies coming from outside the network to connections established from 

inside the network. 

c- Modify the access list such that it permits the connection to 192.168.2.0 instead of 

192.168.1.0.            (5 Marks) 

ANS: R1# show access-list 101 

10 permit tcp any eq 443 192.168.1.0 0.0.0.255 established. 

R1(config)# ip access-list 100 

no 10 

7 permit tcp any eq 443 192.168.2.0 0.0.0.255 established. 

Exit 

Good Luck and Best Wishes                                                                                                        Dr. Ibrahim Elashry 


