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3.2. At a bank, a loan has an interest rate which is subject to change. When the

interest rate changes, a newspaper and an Internet media are notified to
display the new loan interest rate.

a. Determine which pattern will be used.
b.  Document the pattern.

1 guess most of you have already have Facebook account or have used other
social networking application. In principle a social network service focuses
on building online communities of people who share interests and/or
activities, or who are interested in exploring the interests and activities of
others. Facebook support groups that people can join. Each group has a
title, administrative members, a group type (open/ closed), and a list of
related groups. If somebody writes on the wall page of the group, the
information is broadcasted to all the members and it is visualized in the
news feeds of the members.

Which _design pattern is the most appropriate to handle this basic
functionality of such a Facebook group? Users should be able to join a group
as well as leave a group if they get bored. Once a user has joined a group it
will automatically receive any updates that are published on the wall. Give a
short explanation. In particular, show an appropriate class diagram(s) to
illustrate your use of the pattern to solve the problem.

with my best wishes Dr. Reda M. Hussien
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Question number one: (30 Marks)
a. Recognize the Threat Type for each of the following: (8 Marks)

1. Creating counterfeit of objects on a computing system .

2. lllicit copying of program or data files, or wiretapping to obtain data in
anetwork .

3. Erasing a program or a data file, or malfunction of an operating system
file manager so that it cannot find a particular disk file .

4. Altering a program so that it performs an additional computation .

b. Using C# Write a Program to implement the Encryption and Decryption

Ceaser Cipher Algorithm, then Write the output of the EncryptedText.
(7 Marks)

%EE;;

Cleas Text

[aSecretMessage 1
|

EncyptedTex - [222227222227

;

i
1
|
1
i

Decypt

¢. Use S-DES Block Cipher (Key Creation) method to find K1 and K2, Given
K=1010000010 , and Permutation Choice PC-1 and PC-2 as P10 and P8 as
follows: P10=[71049682531] , P8=[107849635]. (10 Marks)

d. Software modification can be done in different ways, specify five of them.
(5 Marks)
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Question number two: (30 Marks)

a. Choose the-most correct answer: (20 Marks)

1) It happens when an application or system does not adopt controls to
properly track and log users' actions:
‘ a. Backdoors, I b. DoS attack, l c. Malware,

d. f{epudiaﬁon, l d. Eavesdropping,

2) Devise ways to prevent the weaknesses from being exploited:
, a. Security, | b. Vulnerability, ‘ c.Integrity, | d. Availability, | d. Confidentiality, I

3) A method of bypassing normal authentication, securing remote access to a
computer, obtaining access to plaintext:
I a. Backdoors, ] b. DoS attack, | c. Malware,

d. Repudiation, | d. Favesdropping,

4) Takes the form of executable code, acting against the requirements of the
computer user:
‘ a. Backdoors, | b. DoS attack, , ¢. Malware,

d. Repudiation, H d. Eavesdropping,

5) Defined as the intersection of three elements: a system susceptibility or
flaw, attacker access to the flaw, and attacker capability to exploit the
flaw:

I;aA Security,

6) Sending invalid data to applications or network services until the server
hangs or simply crashes known as:
b. DoS attack, { c. Malware, I d. Repudiation,

b. Vulnerability, | c.Integrity, I d. Availability, l d. Confidentiality,

1 a. Backdoors, d. Eavesdropping, }

7) A program that appears harmless, but is, in fact, malicious:
b. Logic bomb, c. Trapdoor, d. Aworm,

d. A rabbit,

f a. A Trojan horse,

8) It Infects a system and lie dormant until triggered by occurrence of one or

d.’Trapdoor, d. A worm,

9) A feature in a program by which someone can access the program other

than by the obvious:
b. Logic bomb,

more conditions:
a. A Trojan horse,

b. Logic bomb, , ¢. Time b})mﬂ,

c. Trapdoor, d. A worm,

1 a. A Trojan horse, d. A rabbit, l
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10) An autonomous code that spreads over a network, targeting hard drive
space and processor cycles:
‘ a. A Trojan horse, | b. Logic bomb, 1 c. Trapdoor, ] d. Aworm, ‘ d. A rabbit,

11) Which of the following network security protocols is a public-key
cryptosystem in the Application Layer:
[ a.SET, | b.PGB, | c. Ealier Kerberos, I d. CHAP,

e. PAP,

f.aand b I g a&b&e i

b. Using C# Write a Program to implement the Encryption Columnar
Algorithm, then Write the output of the EncryptedText. (5 Marks)

ClearText

EncyptedTest [222222222272

¢. Using the following diagram: (5 Marks)

v N e

e ]

D ()

* x

Key Source

secure Channsl

1) Discuss the one-to-one mapping Ex and its inverse Di , represented by
this figure, describing what is meant by secure channel.

2) Sate the formula by which Bob can compute (m).

3) What are the types of cryptanalyst (Eve) who is connected to the
transmission line, specifying the levels of cryptanalysis.

Best Regards

Dr/ Mai R, 1brah
7/ Mai R, 1brakeem Page 3 of 3
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Answer the following questions

Q1. Give the scientific Term

1. is a system that allows more than one active user
programs to be stored in main memory simultaneously.

2. that  creates the illusion that each process is
executing on its own processor with its own memory

3. isswilching the CPU among several processes to
make the computer more productive.

4. refers to the idea that multiple processes reach an
agreement or commit to a certain sequence of action.

5. is a number of computers that are connected and
managed to automatically share the job processing load among the
constituent computers. users should not be aware of where their
programs are being run.

6. is responsible for allocating primary memory to
processes and for assisting the programmer in loading and storing the
contents of the primary memory.

7. is the amount of time between a request is
Submitted and the first response is produced is called response time.

8. occurs when a set of processes, each holding some
resources, each requesting some resources, and none of them is able to
obtain what it needs.

9. is the data structure used by the operating system to
store the mapping between logical addresses and physical addresses.

10. is hardware or a software tag variable whose value
indicates the status of a common resource.

Q2. (20 points)

a) How a process terminated?

b) Compare between process and thread?

¢) List with brief explanation operating system services ?

d) What is the difference between client-server structure and layered
structure of an OS?
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Q3. (8 points )

Given memory partitions of 100K, 500K, 200K, 300K, and 600K (in order),
how would each of the First-fit, Best-fit, and Worst-fit algorithms (if it is
possible) place processes of 212K, 417K, 122K, and 426K (in order)?

Q4. (12 points )

Consider the following set of proéesses, with the length of the CPU burst given
in milliseconds. The processes are assumed to have arrived in the order P1, P2,
P3. P4, P5 all at time 0.

Process Burst Time Priority
[ 0 3
P, 1 1
P, 2 3
(A 1 4
P, 5 3

(a) Draw Gantt charts that illustrate the execution of these processes using the
following scheduling algorithms: non-preemptive priority (a smaller priority
number implies a higher priority), and RR (quantum = I).

(b) What is the average turnaround time and the average waiting time for
cach of the scheduling algorithms?

Ny s
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Question number one: (30 Marks)

a. State the difference between the following terms in Windows Server 2012
R2 Environment (Use diagrams if necessary) (15 Marks)

Container and Organizational Unit.

Methods and Types of Installation.

Types and Scopes of Groups.

Dsmod, Dsget, Dsrm and Dsadd Commands.

Features and Roles of Windows.

Server Manager, Best Practices Analyzer and Event Viewer.

NS v wN e

. Domain Controller and Global Catalog.

b. Sate the objectives for Network Management? (5 Marks)

c. Using a figure, illustrate the relation between SNMP applications, NMS
and MIBs at each SNMP agent. (5 Marks)

d. The TMN network comprises of different types of function blocks along
with reference points, State these function blocks, and then discuss what
Reference Points between Function Blocks refers to? (5 Marks)

Question number two: (30 Marks)

a. What is meant by: (5 Marks)
SLA, Baselining

Page 1 of 2
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b. At which level of FCAPS management model each of the following occurs:
(15 Marks)
1. Throughput is maximized, network bottlenecks are avoided, and potential
problems are identified.
2. The network stays operational, and downtime is minimized.
3. Removal of obsolete systems and coordinating programs.
4. The confidentiality of userinformation is maintained where necessary or
warranted.

5. Distributing resources optimally and fairly among network subscribers.

¢. Choose the most correct answer: (5 Marks)

1) The capability owned by a telecommunication network service provider
provided at layer :
{ a. EML, | b. NML, I c.SML, | d. BML, ] d.bandc, l e.all true, ‘

2) The capability owned by a telecommunication network service provider accessed
atlayer :
[ a. Network Layer,

b. Presentation Layer, | c. App Layer 1 d. noneis true I

3) Within the Architecture Logical Layered, the processes that are responsible to
collect consumption data, calculate charging and billing information, produce
bills to customers, process their payments and manage debt collection are
performed at layer :

a. EML, ‘ b. NML,

c.SML, d. BML, d.bandc, e. none is true,

d. Explain TMN’s information architecture along with its component, giving an

example to operator notification. (5 Marks)

Best Regards

Dr/ Mai R, Ibraficem
4 % Page 2 of 2
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Question number one: (30 Marks)

a.

According to routing protocols evaluation criteria, evaluate the following
algorithms : (10 Marks)
e Static Routing

« Distance-Vector Routing

e Link-State Routing

¢ Hybridized Routing

Choose the correct Answer : (15 Marks)

1. Refer to the exhibit. Which subnet mask will place all hosts on Network B in

the same subnet with the least amount of wasted addresses?

Notwork A Flolwork &
66 Mot 310 1Hosts

a) 255.255.255.0
b) 255.255.254.0
¢) 255.255.252.0
d) 255.255.248.0

2. Which subnet mask would be appropriate for a network address range to

be subnetted for up to eight LANs, with each LAN containing 5 to 26 hosts?
a) 0.0.0.240
b) 255.255.255.252
¢) 255.255.255.0
d) 255.255.255.224
e) 255.255.255.240

3. You are given the following addressing information: 172.17.16.255/23.

What type of address is this?
a) Network
b) Directed broadcast
c) Host

Page 1 of 2
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c. Discuss capabilities of VPN, describing how VPN tunneling works.
(5 Marks)

Question number two: (30 Marks)

a. Illustrate how routing tables recognize the changing in the network in
each stage of the following: Preconvergence, Midconvergence,

Postconvergence. (5 Marks)

b. Mention the factors that afford the capability to calculate routes for each of

the following protocol: (10 Marks)

RIP, OSPF« IGRP, EIGRP¢ BGP, J

¢. Network ID of the first subnet: 192.168.1.0, Number of needed subnets:6
subnet, Number of needed hosts in each subnet: 30 host
Calculate Network ID, Host Range, and Broadcast Address of each subnet
(5 Marks)

d. True or false with correction: (5 Marks)
1. There are broadcast addresses in [Pv6.
2. In the client-server model of application architecture, the ports that
network clients connect to for service initiation provide a multiplexing
service.

3. IGPs are used in routing between intranets.

e. What are the following components of packets header is used for:

(5 Marks)

\ Fragment Offset, l TTL, ‘

Best Regards

Dr/ Mai R, 16rakeen
v/ Mai R, et Page 2 of 2
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Kafrelsheikh University
Faculty of Computers and Information
Department of Computer Science

Answer the following sub-questions as required at each of them: (15 Marks)

(1) Define an Image, Image Processing, and Noise.
(2) Write about Applications of Digital Image Processing in three of the major fields.
(3) Explain the steps of an Outlier Method, and Write, What is the use of this method ?

(4) Write about all Types of the Noise on images and the code by MatLab which used for adding
each of them to an image.

(5) Write about the steps of Spatial Filtering, with illustration its Performing by drawing.

(20 Marks)
(A) Write only, the term that expresses each of the following paragraphs:
(1) It refers to the operation of partitioning an image into component parts, or into separate
objects.

(2) It is a vital part to isolate objects from the background, can be done very simply in MatLab
by X>T.

(3) It can be implemented by multiplying all elements in the mask by corresponding elemenls in
the neighborhood, and adding up all these products.

(4) It is a graph indicating the number of times each grey level occurs in the image, also it
introduces a great deal about the appearance of an image.

(5) Itis a command ensures the axes of a graph are automatically scaled to fit all the values in.

(6) It is called binary noise, or shot noise. This degradation can be caused by sharp, sudden
disturbances in the image signal; its appearance is randomly scattered white or black pixels.

(B) Put sign(Y) at correct and sign(x) at wrong with correction the wrong:
(1) Roberts Filter is the best filter from the three filters for edge detection in image processing.

(2) Image Noise concerns the removal or reduction of degradations which have occurred during
the acquisition of the image.

(3) Band reject filtering is used to remove the Gaussian noise from an image.
(4) AnImage averaging is approach for cleaning the Speckle noise from an image.
(5) The complement of a greyscale image is its photographic negative and computed by m™.

(6) The code immultiply(b,0.5); produces lightening of an image, and imsubtract(b,128);
produces darkening of an image.

(7) If we have 256x256 Binary image, the size of this image is equal to 0.0078 MB.

(8) The code Imadjust(im, [ ], [1,0]); does nothing on the image, but Imadjust(im, [ 1, [ 1)
produces a photographic negative.
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Kafrelsheikh University
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Department of Computer Science

Answer the following questions as required in each of them: (10 Marks)

(a) Why Separability of Filters can result in great time savings?
(b) What does the following code mean?

im= imread('college.tif ');

T = unit8(floor(0:255)/2);

im2 = T(im);

imshow(im2);

Write the Code by MatLab for the following : (15 Marks)
(1) Read the image cameraman.tif in MatLab, and apply each of the following Edge
finding techniques in turn: (a) Roberts (b) Prewitt (c) Sobel

and then display all results for them into one figure.

(2) Read the color image flowers.tif in MatLab, and produce a grey sub-image from at
30:285 as height and from at 60:315 as width . After that, Do the following:
Add 5% salt & pepper noise to the image. And then , attempt to remove the noise with
(a) Average Filtering , (b) Median Filtering ,

and then display all results for them into one figure.

(3) Read the twins.tif image “X” (gray scale image) in MatLab, then display the following
adapted image into one figure sequentially.
(a) convert it to double, then apply the equation (X *2 + X/0.6 ) to the image.
(b) The twins image histogram
(c) Display the file informatién to the “twins.tif” image, then display it

with “imshow” function.

With best wishes wgﬁ jsuccess;

ogm&fﬁf"
Dr. Osama M. Abu Zaid
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Answer the following questions v
Question 1 [20 Marks]

1.1. Write a short note about ¢Xtreme Programming including fundamental
ideas, core values and Basic Activities.
1.2. Having the following design patterns, please partition them into: creational
design patterns, structural design patterns and behavioral design patterns:
a)  Abstract Factory d)  Builder
b)  Singleton ’ e)  Composite
¢)  Observer

1.3. Is this a valid implementation of a singleton? Explain your answer.

public class Singleton {
private static Singleton s_singleton = new Singleton():;
public Singleton() {}
private static Singleton getInstance() {
return s_singleton;

}

Question 2 [15 Marks]

2.1. how an event-driven design works. Justify your answer with all definitions
used in this context?

2.2. what is API stands for? Characteristics of good API?

2.3. What is the difference between language-dependent and language-independent
used in APIs?

Question 3 125 Marks]

3.1. Draw a UML Use Case diagram for the detailed use case below.

Use Case - Buy a Product

[

. Customer browses catalog & selects items to buy
2. Customer goes to check out

Customer fills in shipping information (address,
next-day or 3-day delivery)

. System presents full pricing information

. Customer fills in credit card information

. System authorizes purchase

System confirms sale immediately

System sends confirming email to customer

w
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